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Ethical Behaviour Statement
English

Bahasa Indonesia

•

This statement aims to describe the mandatory •
expectations and standards required of all
employees, third parties and suppliers within
telkomtelstra. telkomtelstra is committed to
conducting its business in a sound commercial
and ethical manner having regard to the policies
and procedures of telkomtelstra.

Pernyataan ini bertujuan untuk mendeskripsikan
harapan dan standar yang wajib dipatuhi bagi
semua karyawan, pihak ketiga dan penyedia
dalam telkomtelstra. telkomtelstra berkomitmen
untuk melakukan bisnisnya dengan tata cara
komersial dan etika yang tepat sesuai dengan
kebijakan dan prosedur dari telkomtelstra.

•

telkomtelstra and its employees will demonstrate •
and practice a professional and ethical approach
to all its business activities. All employees are
required to conduct their activities in accordance
with telkomtelstra’s Ethical Behaviour
commitments, observe a high standard of
integrity in their business dealings and comply
with all Company Policies.

•

Third parties / suppliers and commercial partners
of telkomtelstra are required to respect and
•
acknowledge the way the telkomtelstra conducts
its business and ensure that they maintain a
similar level of ethical behaviour in their
dealings.

telkomtelstra dan karyawannya akan
mendemonstrasikan dan mempraktikkan sebuah
pendekatan yang profesional dan etis pada
semua kegiatan bisnisnya. Semua karyawan
diharuskan untuk melakukan kegiatannya sesuai
dengan komitmen Perilaku Etis telkomtelstra,
mematuhi standar integritas yang tinggi dalam
hubungan bisnisnya dan memenuhi semua
Kebijakan Perusahaan.
Pihak ketiga / penyedia dan mitra komersial dari
telkomtelstra diharuskan untuk menghormati dan
mengakui tata cara telkomtelstra dalam
melakukan bisnisnya dan memastikan bahwa
mereka mempertahankan tingkat perilaku etis
yang sama dalam hubungan mereka.

Approved for telkomtelstra by:

A

.

I
.

Erik Meijer
President Director
telkomtelstra
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Whistleblower Policy
Executive Summary
The whistleblower policy promotes a culture of compliance, integrity and ethical behaviour across
telkomtelstra. Telkomtelstra’s aim is to encourage the internal reporting of any concerns or incidents in an
environment free from victimisation so that the Board of Directors and Management can adequately
manage risks and cultural issues within Telkomtelstra. Telkomtelstra does not tolerate illegal, unacceptable
or undesirable conduct by our staff.
Telkomtelstra’s key commitments of the whistleblower policy is to:
•
•
•
•
•

Encourage staff to speak up and raise concerns of unacceptable conduct without victimisation
Outline and describe the role and responsibilities within the Whistleblower process
Establish and illustrate the responsibility of the Ethics and Integrity Council
Ensure all staff members are aware of the Whistleblower obligations
Ensure all reports and investigations are conducted fairly and promptly

This policy also provides you with support and protections available to you in making a disclosure.

1. Introduction
Telkomtelstra’s Board of Directors and Management encourage all staff to report any incident or concern
related to our ethical standards and values. The Board and Directors and Management is committed to
protecting the dignity, wellbeing and brand of telkomtelstra and its staff, which includes providing the
necessary support structures for employees. This is an enterprise wide policy which sets out the minimum
requirements for telkomtelstra.
Any report you make will be taken seriously and treated confidentially. Reports can be submitted through our
whistleblower channels and you can also report a concern to BOD, and ask to be treated as a Whistleblower.
Where the report requires investigation, it may be necessary to reveal details of the complaint to law
enforcement agencies, regulators, courts or tribunals so that concerns can be properly addressed.

2. Who does this policy apply to?
You can use this policy to report your concerns about illegal, unethical or improper conduct, including
misconduct, or an improper state of affairs or circumstances relating to telkomtelstra
Certain protections may also apply to current and former telkomtelstra employees, contractors, individual
suppliers (and their employees), directors, and certain relatives and dependants of these individuals, who
make disclosures in the manner set out in this policy.
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3. What is a Whistleblower Incident / Concern
A whistleblower is someone who raises a genuine concern, related to behaviour or conduct that is in conflict
with telkomtelstra’s policies and values. You can make a disclosure under this policy if you have reasonable
grounds to suspect that you have information concerning illegal, unethical or improper conduct, including
misconduct, or an improper state of affairs or circumstances within telkomtelstra. The whistleblower must not
disclose the reported matter with anyone other than those to whom the report disclosure has been made or
those who are investigating the matter.

4. What Whistleblower Concerns Can You Report
You can report forms of unacceptable conduct which may reasonably be considered to be one of (but not
limited to) the following examples:
•
•
•
•

•
•
•
•
•
•
•
•
•

A breach of regulations or laws or codes
A breach of telkomtelstra policies and codes
Dishonest or corrupt behaviour, including soliciting, accepting or offering a bribe, facilitation payments
or other such benefits
Fraudulent activity, corruption or misconduct as outlined in the specific policies such as the Gifts,
Prizes and Hospitality, Conflict of Interests, Fraud and Criminal Conduct and Anti-bribery and AntiCorruption
Unsafe or ethical work practices
Illegal activity, or serious impropriety
Anti-Competitive or Collusive dealings
Impeding internal or external audit processes
Improper behaviour relating to accounting, internal accounting / finance controls, or audit matters
Conduct endangering health, safety and wellbeing
A substantial mismanagement of resources
Conduct that is detrimental to telkomtelstra’s reputation and brand
Concealment of concerns

4. Reporting a Whistleblower Concern
There are several ways you can report an incident / concern. You can report concerns about suspected
fraud, bribery or corruption through the whistleblower reporting channels available below.

5. Whistleblower Process
Telkomtelstra recognises that staff may prefer to avoid their normal reporting channels in certain
circumstances, including but not limited to:
•
•

They believe that they may be victimised if they use a normal reporting channel
They prefer to make the report anonymously

The whistleblower process has been established as an investigation and reporting system where a concern
can be reported on an identified or anonymous basis.
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6. Reporting Channels
Depending on the nature of the whistleblower concern, there are several channels that can be considered to
be used to file the concern.
Type of Concern
Whistleblower - Fraud, Corruption, Conflict of
Interest, Gifts, Prizes and Hospitality, or other
misconduct in telkomtelstra

Support Area / Whistleblower Channel
(May not be Anonymous)
- Risk
Management(rey.sihotang@telkomtelstra.co.
id)

Support teams, such as EAs, may come into contact with correspondence associated with the above people,
which might include information from or about whistleblowers. If that occurs they must not take any action
that might reveal the identity of a whistleblower.
We also have 3 Anonymous whistleblower channels that is available to be utilised. Employees are free to
choose which channel to use to lodge their concerns. We have also provide access for employees to lodge
their concern through both of our shareholder’s whistleblower channel, Telkom and Telstra.
Whistleblower Channel
Telkomtelstra

Telkom
https://whistleblower.telkom.co.id/

Document No: FHS-FIN-0007

Process Flow
-

Physical box is available in the telkomtelstra Breakout area
and is checked periodically by the risk management.

-

Employees can physically write their concern and lodge it in
this box.

-

The Concern will be processed by telkomtelstra’s risk
management and will escalate it to the appropriate parties,
depending on the severity of the concern reported and who
is involved.

-

In general the Ethics and Integrity Council, (which includes
the ELT) will review the lodged concern and decide if further
investigation or treatments is required.

-

A concern /report is lodged via Telkom’s internal portal,
which will then be assessed by Telkom’s internal Audit.

-

Telkom Internal Audit committee then decides if the concern
lodged needs to be investigated by the committee or
escalated to Telkom President Commissioner.

-

In accordance with the limits of its authority, the Audit
Committee shall coordinate with the Internal Auditor Group
(IAG) to review the case (in which case the Audit
Committee shall request IAG to carry out a preliminary
hearing);
-

If according to IAG preliminary examination results, that
the complaint is valid, then:

-

The audit committee in collaboration with the IAG
conducts an investigative audit; or

-

The audit committee, with the written approval of the
Commissioner, hires experts or consultants to follow up
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on the complaint.
-

Telstra - EthicsPoint
https://secure.ethicspoint.com/domain/media/en/
gui/49669/index.html

Telkomtelstra’s President Director, or relevant Board of
Director member will be notified, depending on the
context and nature of the allegation.

-

The results of the investigative audit are reported to the
Telkom Commissioner

-

A concern/ report is submitted via the internet portal, Navex
Global.

-

Navex Global run the solution/platform (EthicsPoint) for
Telstra. They are an independent 3rd party that act as an
intermediary between Telstra and the person lodging the
alert. Telstra Chief Risk Office will be notified by the system.

-

Chief Risk Office will then notify telkomtelstra’s President
Director or relevant Board of Director member, depending
on the context and nature of the allegation.

-

At this stage, Telstra does not have a formal process in
place to undertake any investigation with its subsidiaries,
and will treat cases on a case-by-case basis.

or by calling 1800 875 314 in Australia

In addition to the above channels, you can also report a concern to BOD, and ask to be treated as a
Whistleblower.
There are also matters and concerns that may not fall as a whistleblowing category, in such cases
employees should discuss the concern to the relevant personnel. Examples provided below.
Non Whistleblower Type of Concern

Support Area

Staff Matters

Human Resources

Compliance

Risk Management

Health and Safety issue

Head of HSE

7. Disclosure by Email
Disclosures made by email may be accessible by people other than those to whom they are addressed. By
making your disclosure by email, you consent to your email potentially being accessed by others. For the
avoidance of doubt, any telkomtelstra employee, officer or contractor who becomes aware of a disclosure
must comply with all aspects of this policy, including the confidentiality requirements set out below

8. Reporting to Auditor, Regulators or Government
Agencies
This policy does not prevent a staff member from reporting an incident / concern to telkomtelstra’s auditor,
and/or regulator under applicable Indonesian law or prudential standards.
Document No: FHS-FIN-0007
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9. Investigating Whistleblower Concerns
All whistleblower reports outlining an incident / concern will be recorded and investigated. The investigation
will be conducted in a manner that is confidential, fair and objective.
For a report to be investigated, it must contain sufficient information to form a reasonable basis for
investigation. A staff member reporting anonymously should provide as much information as possible so as
not to comprise the ability to assign an appropriate whistleblower investigator or to fully investigate the
report.

10. Risk Assessment
Whenever a manager or whistleblower investigator receives a report outlining an incident / concern, it is their
responsibility to assess the actual and reasonably perceived risk of victimisation or unlawful discrimination as
a result of their actions.
It is the responsibility of the Manager or Whistleblower Investigator to assess the actual and reasonably
perceived risk of victimisation or unlawful discrimination in consultation with the Risk Management

11. Assigning a whistleblower Investigator
The whistleblower investigator will be an independent staff member who is not implicated directly or indirectly
in the report. The whistleblower investigator will only be assigned to an incident / concern reports received
via the whistleblowing process.
Risk Management is responsible for receiving and acknowledging reports submitted through the
whistleblower process and assigning the matter to an investigator.
Depending on the nature of the concern and the person alleged to have been involved, Risk Management
may recommend that an external party lead or take part in the investigation. Risk Management must approve
the use of an external party.

12. Investigating the Whistleblower Concern
The whistleblower investigator will conduct an investigation to determine whether the incident / concern
occurred or was about to occur. The investigation process will vary depending on the nature of the concern
and the amount of information provided. If necessary to meet legal, regulatory or other requirements, the
whistleblower investigator will request written consent from the whistleblower to disclose the whistleblower’s
identity and the information in the report before investigating the concern
The whistleblower investigator will notify Risk Management of the outcome of the investigation and may
recommend disciplinary actions. This will be securely recorded in the Whistleblower Register.

13. Guidelines for Investigating the Concern
Managers receiving reports regarding a suspicion or occurrence of a fraud, corruption, or unacceptable
workplace conduct incident should act in the following manner:
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Treat the report with sensitivity in order to protect the identity of the whistleblower
Maintain the confidentiality of information provided by the whistleblower and the identity of the party
alleged to have committed the misconduct
Ask the whistleblower to provide their full name before making the disclosure – in certain
circumstance they may wish to remain anonymous
Notify Risk Management

14. Financial and Auditing Issues
Matters that could have a material impact on telkomtelstra’s financial position, reputation or regulatory
compliance, such as matters relating to accounting, internal controls, compliance, must be managed with
priority as part of the Board of Director’s obligations under the supervisory of the Board of Commissioners.

15. Feedback to the Whistleblower
Any telkomtelstra staff member who reports an incident / concern is entitled to receive feedback, subject to
the privacy and confidentiality rights of those whom the reports are made against.
This excludes consultants and contractors. A contractor or consultant will only receive feedback after the
contractor or consultant agrees in writing to protect and maintain confidentiality of any information provided
by telkomtelstra.
A whistleblower will always be informed of the outcome of the investigation. In cases where the investigation
has not substantiated the allegations, an appropriate explanation will be made to the whistleblower.

16. Whistleblower Confidentially, Protection and Rights
Telkomtelstra is committed to ensuring that you are protected from any threatened or actual detriment
connected with disclosing Reportable Conduct under this policy. However, a person may be held liable for
any personal misconduct revealed by their disclosure.
To the extent possible, staff must protect and maintain confidentiality of reports and information submitted or
received through normal channels or the whistleblower process. Failure to maintain confidentiality may be
subject to disciplinary actions.
A staff member who receives a report or a whistleblower incident must first obtain consent from Risk
Management, Board of Directors or Ethical Integrity Council to disclose any information. The consent must
be in writing form, unless this impractical to obtain.
The identity of the whistleblower must not be disclosed unless one of the following applies:
•
•
•
•

The whistleblower consents to disclosure
Disclosure is required by law
Disclosure is necessary to prevent or lessen a serious threat to a person’s health, safety or welfare
It is necessary to protect or enforce the telkomtelstra legal rights or interests or to defend any claims

The whistleblower should be made aware that while every attempt to protect confidentiality will be made
there may be occasions when their identity will become known to others or disclosures of their identity may
be required by local law.
In protecting the whistleblower confidentiality, the details of their complaint, the investigation and related
decisions will be classified and stored securely.
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17. Anonymous reports
Whistleblowers can report their incident / concerns anonymously.
If the whistleblower decides to report anonymously, they need to provide sufficient evidence for their matter
to be investigated, as it may not be possible to ask the whistleblower for clarification. Also it may not be
possible to keep the whistleblower informed of the investigation’s progress.
If a whistleblower makes an anonymous report and provides enough information, telkomtelstra is committed
to investigating their concern. Telkomtelstra will reserve the right to not investigate where insufficient
information has been provided.

18. Immunity from Disciplinary Action
A whistleblower will be provided immunity from disciplinary action provided the whistleblower incident report
or concern is made with reasonable grounds
If a whistleblower is implicated in the incident they are reporting, admitting involvement does not provide
immunity.
However, by blowing the whistle and being co-operative in the investigation process, such positive acts may
be taken into account as mitigating factors when considering disciplinary or other actions that may be taken
against the whistleblower.

19. Protection against Victimisation
Telkomtelstra takes very seriously any victimisation against a whistleblower. Victimisation is where you suffer
some form of determinant such as bullying or harassment.
Telkomtelstra will take appropriate action, which may include termination of employment or engagement with
the telkomtelstra, if a staff member is found to have victimised the whistleblower or the whistleblower’s family
or work colleagues as a result of whistleblower incident that have reasonable grounds.

20. Whistleblower – Risk Management Personnel
Risk Management supported by the Ethics and Integrity Council will be responsible for protecting the
whistleblower from being victimised as a result of making a report.
The whistleblower can seek advice from Risk Management prior to or after making a report. In addition to
this, any staff member reporting a whistleblower incident with reasonable grounds can request assistance
from Risk Management. This includes, but is not limited to, ensuring confidentiality in the investigation and
protecting, as far as legally possible, the staff member’s identity.
If the whistleblower does not believe that the protection offered to them are adequate, they may ask Risk
Management, Human Resources or Board of Directors for consideration and assistance.

9. Audit and Risk Committee (ARC)
The Audit and Risk Committee is composed of 1 Commissioner nominated by Telstra, 1 Commissioner
nominated by Metra, 1 suitably qualified employee of Telstra Group nominated by Telstra and 1 suitably
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qualified employee of Telkom Group nominated by Metra as per the requirement under the shareholders
agreement.
The Committee is a sub-committee of the Board of Commissioners of the Company and will:
• Oversee the financial reporting process to ensure the balance, transparency and integrity of
financial information and reports;
• Review the effectiveness of the Company’s internal financial controls;
• Oversee the effectiveness of the Company’s risk management system;
• Oversee the completion of actions arising from external audits and internal control reviews.
ARC is also as an escalation forum for the Company’s process in assessing the effectiveness and efficiency
of internal controls and continuously improving internal controls, particularly those related to areas of significant
risk.

10. Reporting
Risk Management will review the whistleblower reports submitted through the whistleblower process and
investigate the results as necessary.
On a quarterly basis reports on whistleblower are provided to the Ethics and Integrity Council.
The annual staff awareness training and Ethical Behaviour Handbook will be monitored and reported to the
Ethic’s and Integrity Council and Board of Directors.

11. Roles and Responsibilities
The telkomtelstra Board of Commissioners is responsible for reviewing and approving the overall risk
management strategy. The Board’s approach as part of their advisory duties is that responsibility and
accountability for risk first begins with the Business Units that identify the risk.
The following table illustrates the key roles and responsibilities across telkomtelstra
Key Stakeholders
Telkomtelstra
Board of
Commissioners

Function
3rd line of
Defence

Audit and Risk
Committee

3rd line of
Defence

Risk Management

2nd line of
Defence

Description
To review policies and procedures that exist for the receipt,
retention and treatment of information submitted confidentially,
by staff and third parties about accounting, internal controls,
compliance audit or other matters which staff have concerns
Overseeing management’s design and implementation of the
Company’s internal control system, which includes the
process for identification of significant fraud risk and the
adequacy of prevention, detection and reporting mechanism in
place.
•

•
•
•

Whistleblower policy and policy variations approval for a
management perspective.
Implement the whistleblower policy and process
Decide on whistleblower investigators
Review and acknowledge whistleblower concerns as
required
Assign and complete reporting
Maintain a whistleblower register
Provide any whistleblower training and required

•

Investigate concerns and wrongdoing, report through to

•
•
•

Whistleblower
Document No: FHS-FIN-0007
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Defence
•
•

Ethics and Integrity
Council

2nd line of
Defence

Telkomtelstra
Board of Directors

2nd line of
Defence

Business units
Leaders and
Managers

1st line of
Defence

•

•

•
•
•
•
1st line of
Defence

Review reports and treatment of complaints received by
telkomtelstra

To lead by example to create an organisational culture where
reports of whistleblower concerns are encouraged

•

Staff and
Contractors

the Risk Office
Provide feedback to the whistleblower through the Risk
Office
Update the Whistleblower Register with their
investigation results in a timely manner

•
•
•
•
•

•

To ensure that the whistleblower policy and process is
acknowledged and forms part of the normal business
planning sessions
To ensure adequate controls are in place to meet and
review the effectiveness of the whistleblower process
To provide awareness and
Appropriately action whistleblower reports
Investigate whistleblower reports as directed
Update the whistleblower register with actions and
outcomes as appropriate
Reporting actual, suspected or anticipated wrongdoing
and make disclosure
Not to victimise staff that make a disclosure
Complete any mandatory compliance training
Comply with this policy and all other business policies
and procedures
All Staff and Contractors must ensure that they are
aware of their responsibilities in relation to this policy
and all other requirements of this policy are met as it
relates to their role
Comply with telkomtelstra’s Ethical Behaviour Policies

12. Policy Review and Governance
Policies, procedures, capabilities, governance systems and supporting documentation require regular
reviews to ensure that they continue to be effective in an ever changing environment. In addition this ensures
that telkomtelsrta Policies continue to be fit for telkomelstra purposes and provide assurance and comfort to
the Board of Directors.
The policy is reviewed regularly and updated when there are significant changes or adjustments.
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13. Consequences of Non- Compliance
Non – compliance with this policy could have serious consequences for telkomtelstra, including customer
loss and reputational damage. It is the responsibility of all staff to understand how this policy applies to their
function.
A breach of this policy may, in some circumstances, result in Disciplinary actions.

14. More Information
If you are uncertain about whether or how this policy applies to you and or your business unit, please speak
to your immediate Manager or the Risk Office.

Definitions
Description
Disciplinary Action

Includes but not limited to, Formal Warnings, Dismissal, Demotion,
Suspension of Staff, Transfer or movement of staff

Obligations

Includes the requirements set out in legislation, regulation, licence conditions,
regulatory guidelines, telkomtelstra code of conduct (ethical behaviour
standards) and all other internal policies and other standards that the
enterprise adopts

Victimisation

Threaten with or discharge, demote, suspend, threaten, harass, or in any
other manner discriminate against, disadvantage or cause detriment to staff in
the terms and conditions of employment

Whistleblower

Any telkomtelstra staff member who, voluntarily makes a report of any
wrongdoing of the kind described in the policy whether using normal reporting
channels or through the whistleblower process

Whistleblower
Investigator

A person or group who has been approved by the Risk Office to investigate
concerns

Whistleblower Concern,
Incident or breach

Any illegal conduct or any conduct deemed unacceptable by telkomtelstra, or
concealment of such conduct by a telkomtelstra staff member

References
•
•
•
•
•
•
•
•

Ethical Behaviour Handbook (Code of Conduct)
Anti-Bribery and Anti-Corruption policy
Fraud and criminal Conduct Policy
Conflicts of interest and Outside Activities policy
Gifts, prizes and Hospitality Policy
Privacy Policy
Ethic and Integrity Council Charter
Risk Management Framework
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